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1	Introduction
In LS S2-2006011, SA2 requested SA3,
“SA2 have progressed the study on FS_MUSIM (TR 23.761). To finalize the work, SA2 provides the following questions for feedback:” and requested answers. Given below is a discussion of the questions and possible answers.
2			Discussion
Given below is a discussion on the questions SA2 raised in the incoming LS S2-200601. 
	Solution principle for further study in SA2
	Applicability to Key Issues
	Question to SA3

	Paging Cause (as in Solution #1) 
Currently there is the following Editor’s note and NOTE related to this solution principle:
Editor's note:	Whether exposing the Paging Cause in clear poses as security issue will be determined by SA WG3.
NOTE:	It will be determined whether the Paging Cause can be used only for UEs that have requested MUSIM assistance or unconditionally.
	KI#1.

	Q1: Please confirm whether exposing the Paging Cause in cleartext poses any privacy/security issues. 
Nokia comment: Adding ‘Paging Cause’ can make the tracking of people easier. Imagine an attacker trying to track somebody by posting something on his FB page or in the instant communicator. It helps the attacker to track and identify the person easily if he can know the type of pending data and why the page message is sent by observing the ‘Paging Cause’ in clear.
[bookmark: _GoBack]Proposed answer: Exposing Paging Cause in clear text is a privacy and security concern. It can help an attacker to track the person faster and learn about the victim’s activity. Over the air transmission of Paging Cause in clear text need to be avoided.

	Push Notification from a Paging Server (as in Solution #7)
Currently there is the following Editor’s note related to this solution principle:
Editor's note:	The security aspects of the communication between UE and Paging Server, including the details for the assignment of UE identity and credential which enable the UE to establish a secure connection with the Paging Server via the Internet, as well as any privacy issues, will be addressed by SA WG3.
	KI#1, KI#2

	Q2: Please confirm whether from security perspective you see any blocking issues for the principle of Push Notification from a Paging Server and provide feedback on the security aspects of the communication between UE and Paging Server.
Nokia comment: The UE is registering in network A Paging sever, UE’s IP@ in network B. This registration can be secured, no network internals are shared in this registration. But it means the Paging Server is expected to be accessible over internet (from another network), anybody would be able to send the PUSH notification packages to the Paging Server. “The UE next registers with Paging Server A (e.g. using an HTTPS connection) via Internet access provided by the network associated with USIM B.“ This means, the PUSH notifications from the network A to B, is only based on UE registration and there is no business relationship between network A and network B. This can create a PUSH notification storm in a target network. To prevent this, PUSH notifications need to be based only on business relationships between known entities.
Proposed answer: PUSH notifications across two PLMNS can create a potential notification storm in a target network, unless restricted. To prevent such a storm, PUSH notifications need to be allowed only between two mutually known and authenticated Paging servers based on business relationship. If such an interface is not in the scope, there is a huge risk.

	Push Notification via SMS (as in Solution #12) 
Currently there is the following note related to this solution principle:
NOTE 2:	The USIM credential can be reused to validate SMS. The details will be addressed by SA WG3.
	KI#1, KI#2
	Q3: Please confirm whether from security perspective you see any blocking issues for the principle of Push Notification via SMS and please provide feedback on the use of the USIM credential to validate the SMS carrying the Push Notification and any privacy issue due to exposing MSISDN to other operator.
Nokia comments: Same as the case with sending PUSH notification over internet. Network Paging Server is avoided, network (NEF/SCEF) directly registers with the SMS-SC. So the threat of SMS flooding in the network or to the UE is at the level of regular SMS, no increased threat. But the additional validation of the SMS message, need to use the originator network credentials while connected to another network. i.e. the SMS message is received in network A, but for the message verification USIM B need to be used, this implies a different USIM behavior currently not supported. Clubbing of two MSISDNs together in the device can lead to new attacks and easier tracking of the victim.
Proposed answer: Same as the case with sending PUSH notification over internet. Unless the interface between SMS-SC and source Paging server is secured, threat of PUSH notification storm in the target network exists. 

	For the solution “Informing network two USIMs belongs to same device” (new solution in S2-2006018 agreed in SA2#140e) the note below is introduced:

NOTE:	If any security issues arise due to above step will be determined by SA3.
	KI#1
	Q4: Please confirm whether from security perspective you see any blocking issues in this solution: The registration request message of UE-2 includes the GUTI of UE-1. The UE-1 and UE-2 are part of same MUSIM UE.
Nokia comment: The UE uses two USIMs in the same PLMN, may be for different applications.  but if the network is treating the UE as two different entities the procedures seem fine.
Proposed answer: Within the same PLMN if the UE uses two USIMs optimizations may be possible for certain network procedures. SA3 sees no issues for such procedures.




 3. Recommendation
Recommend SA3 to send a reply LS to SA2, based on the proposed answers above. 
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